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Abstract

Advanced neurotechnologies, particularly Brain-Computer Interfaces (BCls), are
revolutionizing human- machine interactions, providing remarkable advancements
across medical, industrial, educational, entertainment, and security domains. Despite
BCIs' great potential, they simultaneously raise critical ethical concerns regarding
user data privacy and their Neuro Rights, which aim to safeguard individuals against
the risks of emerging neurotechnologies, especially as they become increasingly
available on the market. Utilizing a comprehensive literature review and
implementing a passive attack on two commercial BCI devices, the study reveals
critical vulnerabilities during all the phases of the system. Our findings underscore
the urgent need for robust cybersecurity frameworks, including Privacy-by-Design
strategies. To address this problem, we designed a scoring framework based on the
Bluetooth standard, that guides manufacturers and helps regulators, guaranteeing the
safe adoption of BClIs. The proposed solution aims to enhance the security of the
pairing process on BCI devices, thereby ensuring user neural data integrity and
protection.



Resumen

Las neurotecnologias avanzadas, en particular las Interfaces Cerebro-Computadora
(BCls), estan revolucionando la interaccion humano-maquina, ofreciendo avances
notables en los dmbitos médico, industrial, educativo, del entretenimiento y de la
seguridad. A pesar del enorme potencial de las BCls, estas tecnologias plantean
simultineamente importantes preocupaciones éticas relacionadas con la privacidad
de los datos de los usuarios y sus Neuroderechos, cuyo objetivo es proteger a las
personas frente a los riesgos de las neurotecnologias emergentes, especialmente a
medida que se vuelven cada vez mas accesibles en el mercado. Mediante una
revision exhaustiva de la literatura y la implementacion de un ataque pasivo sobre
dos dispositivos BCI comerciales, el estudio revela vulnerabilidades criticas en todas
las fases del sistema. Nuestros hallazgos subrayan la necesidad urgente de marcos
solidos de ciberseguridad, incluidos enfoques de Privacidad desde el Disefo
(Privacy-by-Design). Para abordar este problema, disefiamos un marco de
puntuacion basado en el estdndar Bluetooth, que orienta a los fabricantes y ayuda a
los reguladores, garantizando una adopcion segura de las BCIs. La solucion
propuesta busca mejorar la seguridad del proceso de emparejamiento en dispositivos
BCI, asegurando asi la integridad y proteccion de los datos neuronales de los
usuarios.
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Abstract—  Brain-Computer Interfaces (BCls), are
revolutionizing human-machine interactions, providing
remarkable advancements across medical, industrial,

educational, entertainment, and security domains. Despite
BCIs' great potential, they simultaneously raise critical ethical
concerns regarding user data privacy and their Neurorights,
which aim to safeguard individuals against the risks of
emerging neurotechnologies, especially as they become
increasingly available on the market. Utilizing a
comprehensive literature review and implementing a passive
attack on two commercial BCI devices, the study reveals
critical vulnerabilities during all the phases of the system. Our
findings underscore the urgent need for robust cybersecurity
frameworks, including Privacy-by-Design strategies. To
address this problem, we designed a scoring framework based
on the Bluetooth standard, that guides manufacturers and
helps regulators, guaranteeing the safe adoption of BCIs. The
proposed solution aims to enhance the security of the pairing
process on BCI devices, thereby ensuring user neural data
integrity and protection.

Keywords— Neurorights, BCIs, cybersecurity, neural data
privacy, BLE.

I.  INTRODUCTION

Brain-Computer Interfaces (BCls) are a neurotechnology
that enables communication and control between users and
computer systems beyond traditional keyboard-based
interaction. They do not rely on any other external devices
nor human intervention (i.e., muscular or speech) to
complete an intended task, such as controlling a robotic arm
or restoring motor function in individuals with spinal cord
injuries [1]. Furthermore, BCIs can also provide a real-time
communication between the brain and external digital
devices through brain-to-internet (B2I) connectivity [2].
With the adoption of 6G technology, that promises ultra-low
latency and massive connectivity, the integration of BClIs
into everyday applications is expected to accelerate,
requiring a reassessment of cybersecurity frameworks to
protect increasingly interconnected neural devices.

Commercial BCIs operate by acquiring neural signals
and, in more specialized implementations, delivering neural
stimulation to modulate brain activity. This forms a closed
feedback loop essential for device operation [3]. Brain
activity can be measured using different hardware
technologies, which can be classified into invasive and non-
invasive techniques. Non-invasive techniques include Electro
Encephalo Graphy (EEG), Magneto Encephalo Graphy
(MEG), functional Magnetic Resonance Imaging (fMRI),
and functional Near InfraRed Spectroscopy (fNIRS).
Invasive techniques comprise Electro Cortico Graphy
(ECoG) and Subcortical Electrode Arrays (SEA). Notably,

the majority of BCIs rely on EEG technology to record the
electrical fields generated by neuronal synaptic activity. Due
to its portability and affordability.

This paper focuses on the vulnerabilities that BCls face
during the pairing process, primarily due to their reliance on
Bluetooth. It reviews the evolution and privacy issues of
BCIs on Section II, identifies current communication
protocols and pairing methods on Section III, and
systematically analyzes vulnerabilities and challenges from
the literature on Section IV. It then details Bluetooth Low
Energy (BLE) pairing methods on Section V, demonstrates a
passive attack on two devices on Section VI, introduces a
scoring framework for security requirements on Section VII,
and concludes with overall findings and proposals on Section
VIIL

II. BCI APPLICATIONS AND USER PRIVACY

Since its origins in the 1970’s, Brain-Computer Interfaces
(BCIs) have primarily served healthcare, assisting
individuals with severe disabilities and advancing
diagnostics, treatment, and rehabilitation [3]. Over time,
BCIs have expanded their scope into diverse non-medical
fields such as neuroergonomics (smart homes, workplaces),
neuromarketing (advertisements), education (skill learning
with fMRI), gaming (VR-based interaction), and security
(biosignal-based authentication) [4]. Furthermore, new
technologies like Neuralink implanted its first device in a
human subject.

While the expansion of these applications has provided
numerous benefits for the users, they also raise concerns
about the security and privacy of their biodata,
compromising sensitive information such as thoughts,
emotions, sexual orientation and religious beliefs [3].
Concepts such as “Neurorights”, “Brain Hacking”, among
others, have emerged to address these issues, and Chile has
taken a pioneering step by legislating neurorights protections
on 2020 [5]. Without clear regulations and secure design
principles, users remain vulnerable to potential manipulation
of their neural data.

III.  Bct COMMUNICATION PROTOCOLS

Brain-Computer Interface (BCI) devices rely on different
communication protocols for data transmission and
operational control. Among these protocols, BLE is
commonly adopted in BCIs and other IoT devices because of
its low power requirements and straightforward integration.
However, these same advantages can create vulnerabilities—
such as sniffing, spoofing, and Man-in-the-Middle (MitM)
attacks—when the encryption and authentication measures in
BLE implementations are weak.



For applications that demand higher bandwidth and
continuous data throughput, Wi-Fi often proves more
suitable, especially in research or clinical environments.
Despite its advantages, Wi-Fi remains susceptible to
eavesdropping and data interception unless rigid security
safeguards are in place. USB and serial ports connections
are frequently favored for their speed and reliability, making
them an usual option in research-grade and clinical setups to
mitigate the risks associated with wireless communication
vulnerabilities. However, if proper protocols are not
enforced, these wired interfaces can become targets for
physical tampering and other attacks. Additionally, some
BClIs use ZigBee-based RF communication for low power,
long range applications, although interference and limited
bandwidth can affect data integrity and reliability.

IV. BCI VULNERABILITIES AND CHALLENGES

Researchers have identified a range of additional
cybersecurity threats that jeopardize BCI devices during the
complete operational process. This overview spotlights the
vulnerabilities found in current literature, particularly for
BCIs communicating via BLE, impacting several key phases:

e Bluetooth Connection. Devices are susceptible to
MitM attacks, data sniffing and spoofing due to weak
encryption and authentication in BLE protocols.

e Signal Acquisition. Risk to jamming (interference with
legitimate signals), spoofing (introduction of fake
signals like P300), and replay attacks (reusing
recorded signals to simulate inputs).

e Data Transmission. Common threats include MitM
attacks, cryptographic exploitation and replay attacks.

e Data Processing. Susceptible to malware, adversarial
attacks, injection attacks, and algorithm manipulation.

e User Application Interaction. Vulnerabilities include
exploitation through malicious applications, privilege
escalation, spoofing, and social engineering, which can
lead to unauthorized system control.

e Neural Cyberattacks. Susceptible to tampering,
injection attacks, overstimulation (neural flooding) and
inhibition (neural jamming).

After analyzing and comparing the literature[2-4][7-9], it
is evident that BCIs are susceptible to both traditional
cybersecurity attacks, such as MitM attacks—where an
attacker intercepts the keys exchanged between devices to
eavesdrop on communications—and more specialized
neural cyberattacks. On the other hand, BCI devices face a
multidimensional security challenge, due to a lack of
standardization and the absence of Security-by-Design
principles. Neither manufacturers nor regulatory bodies
have adequately addressed these challenges. After
analyzing the vulnerabilities, challenges and existing
proposals, our contributions are as follows:

o Passive Attack Evaluation: We performed a passive
attack on BCIs to evaluate and understand the
vulnerabilities they pose. We also conducted
additional analyses to comprehend the critical features
that impact their level of security.

e Technical Analysis of Commercial BCIs: We have
performed an analysis of the technical aspects of BCls

that are currently on the market, to assess their security
levels and compare their performance.

o Security Scoring Framework: We designed a security
scoring framework based on previous work [10] to
propose the minimum requirements that a BCI must
meet to be categorized as secure.

Recent efforts to secure BCIs such as, blockchain
frameworks[2]., OS kernel modules[8], and machine
learning for threat detection often require high
computational resources, add latency, or introduce excessive
complexity. Consequently, our work focuses on enhancing
the pairing process for a more practical and immediate
security improvement.

V. BLUETOOTH LOW-ENERGY PAIRING METHODS

In this section, we present the pairing methods for BLE,
introduced in the Bluetooth 4.0 specification. Since its
adoption, most devices can support both Bluetooth Classic
and BLE (dual mode). This is the most used communication
protocol within the commercial BCI devices, due to its two
key features; low energy consumption and Generic Attribute
Profile (GATT)- based data transmission [11].
Consequently, it is crucial to understand the level of security
of each of their pairing methods, to assess and implement a
Security-by-Design approach when manufacturing these
devices.

The Secure Simple Pairing (SSP) mechanism was
developed as a part of the Bluetooth Standard. The main goal
of SSP is to establish the link key between two Bluetooth
Devices. During this process, SSP uses the Elliptic Curve
Diffie-Hellman (ECDH) public key algorithm to protect
connections from MitM attacks. SSP offers four different
modes of authenticated key exchange, each varying in
security depending on the technical design and Input/Output
capabilities (IOCaps) [12]:

e Just Works. Requires no user interaction and is
commonly used when devices lack a display or
keyboard, making it the least secure and highly
vulnerable to MitM attacks.

e Numeric Comparison. Involves verifying a 6-digit
code displayed on both devices. While more secure
than Just Works, it is often impractical for BClIs, as
they don’t have screens.

e Passkey Entry. Uses a 4- or 6-digit code for
authentication. Although more secure with 6 digits,
some BCI devices use a default or all-zero passkey,
leaving them exposed.

e OQut-of-Band (OOB). Exchanges keys through an
additional channel (e.g., NFC, QR, or wired),
significantly reducing the risk of MitM by requiring
attackers to compromise both channels
simultaneously.

Additionally, the National Institute of Standards and
Technology (NIST) recommends that manufacturers
implement an Advanced Encryption Standard (AES), as it
secures even more the data that is being transmitted [13].
Encryption requires pairing, which performs a key exchange
between the master and slave devices. Two key exchange
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methods are available under the Secure Connections Only
(SCO) mode for BLE devices; Legacy Pairing (BLE 4.0 and
4.1) and Secure Pairing (BLE 4.2+). The main difference is
that Legacy Pairing does not include ECDH encryption,
which makes it vulnerable to eavesdropping attacks.
However, in Bluetooth Classic versions 2.1 and 3.0, SSP is
used. This method is less secure than devices that support
SCO, emphasizing the need for current commercial devices
to adopt the latest encryption and pairing methods, to
mitigate risks effectively [11].

VI.  PASSIVE ATTACK TEST

In this project, we conducted an experiment as a passive
attacker to exploit the vulnerabilities of the Bluetooth
protocol during the pairing process of BCI devices.
Specifically, we implemented an eavesdropping attack on
the exchanged packets. This allow us verify the current risks
that commercial BCI possess for their users. Capturing and
recording transmitted packets, MAC addresses and
connection parameters, is a critical step that could facilitate
more severe attacks, such as MitM.

To execute the sniffing attack, we employed a Nordic
Semiconductor Sniffer (nRF52840), to capture the traffic
between our BCI devices and a Windows computer.
Wireshark was the software that was implemented to capture
and analyze the packets that were spotted by our sniffer. All
intercepted packets were "LE LL" (Bluetooth Low Energy
Link Layer) type, which represents one of the lowest layers
of the BLE protocol stack. This layer is responsible for
medium access, connection establishment, error control, and
flow control [14] (i.e., Advertising and Scanning,
Connecting, Data Channels, Encryption). More detailed data
from the packets can be identified at the HCI or ATT
protocols level. The two BCI devices were tested during the
passive attack:

e The NeuroSky MindWave Mobile 2: EEG headset
with a static MAC address that uses both Bluetooth
Classic and BLE. It features a single EEG channel and
employs a 4-digit passkey defaulted to "0".

e OpenBCI Ganglion: 4-channel neural interface for
EEG, EMG, and ECG that transmits data via BLE. It
also supports a USB dongle for proprietary
communication, adding an extra layer of security.

Among the two tested devices, only the MindWave
Mobile 2 was identifiable by our sniffer, indicating that a
more complex attack could potentially be implemented on
this particular device. In contrast, the Open BCI Ganglion
device was not detected by our sniffer. This can be
attributed to its USB Dongle, which serves as an additional
OOB pairing method enhancing security. Additionally, the
MindWave Mobile 2's lower price—about one-third that of
the Ganglion—suggests that cost-cutting may compromise
Security-by-Design practices.

VII. SCORING FRAMEWORK

After running the experimental tests, we reviewed the
technical sheets of commercial BCls to obtain critical and
relevant data. Afterwards, based on previous work from
article [10], we built an specific framework for BCIs that
evaluates six features that were especially selected to build

our scoring system. The evaluation is grounded in industry
standards and the best practices for Bluetooth security. The
main goal is to mark the minimum requirements
manufacturers require to design secure devices and to help
mitigate risks such as eavesdropping, MitM attacks, and
device tracking. The features that we selected to build the
framework were the following:

1. BLE. 1t is an essential protocol for IoT and
wearable devices such as BCIs due to its low
power consumption and security improvements
over Bluetooth Classic. Devices using BLE are
awarded 5 points, as they meet modern standards
for secure communication. Devices without BLE
receive only 1 point.

2. Secure Connections. By using authenticated pairing
and Elliptic Curve Diffie Hellman (ECDH) key
exchange, the Bluetooth Secure Connections
protocol significantly strengthens defenses against
threats such as MitM attacks. BCI devices using
LE Secure Connections earn 3 points. LE Legacy
Pairing receives 2 points, and Simple Pairing only
1 point.

3. Just Works Association Model. This pairing
method lacks user authentication, making it
insecure. Devices that avoid Just Works receive 2
points, while those that rely on it receive 1 point.

4. Passkey Requirement. This method adds a layer of
user authentication. A 6-digit passkey raises the
total combinations from 10,000 to 1,000,000,
making it far more secure than a 4-digit passkey.
Consequently, 6-digit passkey devices earn 5
points, 4-digit passkey devices get 2 points, and
those without any passkey functionality only 1
point.

5. OOB Pairing. This is one of the most secure
association models, OOB relies on an additional
communication channel (e.g., USB dongle, NFC,
QR) for key exchange. Devices with OOB pairing
receive 3 points, while those lacking this feature
receive 1 point.

6. Non-Static Address. Although not commonly used
in BCIs, it is already prevalent in other IoT
devices. Randomizing addresses complicates
tracking by attackers. BCIs implementing non-
static addresses earn 2 points; those using static
addresses receive 1 point.

After evaluating these six features across seven
commercial BCI devices, we did a comparison on Table I,
that illustrates how each device aligns with current Bluetooth
security requirements. From these findings, we developed a
scoring framework explained on Figure 6, that sets 14 points
out of 20 as the minimum threshold for a BCI to be
considered secure. Features such as BLE pairing and Secure
Connections are crucial due to their role in mitigating
cyberattacks, while OOB pairing is also emphasized as a key
factor for higher security.

Among the seven evaluated BCI devices that are shown
on Figure 1, only two of them surpassed the proposed
minimum requirements. The Emotiv Epoc X emerged as the
most secure, achieving the highest score of 15 points, thanks
to its robust implementation of LE Secure Connections and
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OOB pairing. Similarly, the OpenBCI Ganglion, which we
used during the passive attack experiment, met the
minimum security threshold, making it a reliable option for
custumers. In contrast, devices like the NeuroSky MindWave
2, Muse 2, and BrainCo FocusCalm fell just below the
threshold due to their reliance on less secure pairing
mechanisms, and the absence of OOB pairing. The least
secure device was the Bitbrain Hero, which lacked essential
security features entirely.

TABLE L. COMMERCIAL BCI’'S BLUETOOTH FEATURES
Device | pra | sco | BLE | ows | PE4 | 0OB | NSA<
Name
LE
OpenB_Cl 4.0 | Legacy v X X v X
Ganglion o
Pairing
NeuroSky Secure
MindWave 2.1 Simple v X 4-dig X X
Mobile 2 Pairing
LE
Emotiv Secure
Epoc X 30 Conne v X X v X
ctions
LE
Muse2 | 42 | Sewe b, x| x| X
Conne
ctions
LE
Neurable Secure
(MW75) 32 Conne v v X X X
ctions
LE
BrainCo Secure
FocusCalm 50 Conne v v X X X
ctions
. Secure
Bitbrain [ | Giple | X v X X X
Hero L
Pairing
 Bluetooth Protocol.
Secure Connection.
© Just Works.
4 passkey Entry.
¢ Non-Static Address.
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Chapter 2

Presentation

This chapter contains the slides presented at the URSI conference in Tarragona and
the previous exam. The presentation was elaborated in english format to accord the
paper with the information provided during the presentation and to fullfill the
requirements of international conferences.
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Introduction & Background

» What are BCIs? Brain-Computer Interfaces (BCls) are neurotechnologies that enable direct communication
between the brain and computers, bypassing traditional input methods.

» How do they work? They capture neural signals to control devices (e.g., robotic arms) or restore motor
function, without relying on muscular or speech input.

 Importance: With BCls increasingly used in both medical and non-medical applications, ensuring the
security and privacy of sensitive neural data has become critical.

» Problem Statement: Cybersecurity gaps in current BCl implementations, compromising neural data and

user privacy.
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BCI Technology

Neural Data Acquisition Neural Stimulation

AV S

NEURAL ACTIVITY DECODING APPLICATION DATA PROCESSING &
(PHASE 1) “’\/\/\" (PHASE 3) (PHASE 1) NVERTION
Monitor and record Brain Transmit to a computer Define intended stimulation (PHASE 3)
‘Activity system and decode. action. Digital-to-analog
nversion.
DATA PROCESSING & APPLICATION ENCODING NEURAL ACTIVITY
ONVERTK (PHASE 4) (PHASE 2) (PHASE 4)
(PHASE 2) Excecute intended action Encoding of inlended Stimulation of neurons to
Analog-to-digital and receive feedback stimulation into a firing ieve t
conversion. (optional).

State of the Art
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BCI Technology =
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Direct measure of neural actvity
rough electica potentl

Relatively cheap and portable.
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o R [ e ]
Measure brain activity based on
‘cerebral blood flow. (Optically)
I o

Direct measure of neural activity Spatial R. Temporal R.
through magnetic field- (smmto2cm)  (100ms to 1s)

lcm

Buiky and expensive.
SpatialR.  Temporal R.
(5mmtofom)  (1ms to 10ms)
‘Sensor implanted under cortex level. Measure brain activity based on
cerebral blood flow. (ryag\eﬁmm
Expensive. Not appropriate for non-
medical applications.

SPATIAL RESOLUTION

Bulky and expensive.

Spatial R. Temporal R. Spatial R. Temporal R
(1mmto5mm)  (0.1ms to 10ms) (1mm to 2mm) (1sto5s)
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State of the Art
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BCl Communication Protocols

Device Name Channels Signal Type Supported Protocols Applications
OpenBCl Ganglion 4 EEG, EMG, Bluetooth LE, USB, Research,
P 9 ECG ZigBee (custom) neurofeedback
Bluetooth LE . .
NeuroSky - Education, gaming,
MindWave Mobile 2 1 EEG Bluetooth 4.0, ZigBee personal
(custom)
. Classic Bluetooth, Research, gaming,
Emotiv Epoct 14 EEG USB dongle neuromarketing
Muse 2 7 EEG Bluetooth LE Meditation, mindfulness
g.tec g.USBamp 16 to 256 Egg EMG, USB, ZigBee (custom) g'sr:gil;ﬁ lagnostics,
Bluetooth LE, USB, .
Neurable (MW75) 6 EEG ZigBee (custom) AR/VR control, gaming
NextMind 1 EEG Bluetooth LE ARIVR, hands-free
control
BrainCo Education, cognitive
FocusCalm 4 EEG Blustooth LE training
Kernel Flow 2 Muliple  NIRS Wi-Fi, Bluetooth LE gi‘:ﬁ(’:‘:l"’e research,
— 05
. P Wi-Fi, Bluetooth LE, -
Bitbrain Diadem 8to 32 EEG USB, ZigBee (custom) Research, clinical use
. Y
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Bluetooth Low-Energy (BLE)
Pairing Modes:
o Just Works:
o Pairs without user interaction.
o Limitation: Vulnerable to MITM attacks (common in devices lacking displays).
« Numeric Comparison:
o Both devices display a 6-digit number; user confirms if they match.
o Limitation: Not practical for many BCls without screens.
» Passkey Entry:
o One device generates a passkey (4 or 6 digits) that must be manually entered.
o Best Practice: 6-digit passkeys offer significantly better security than 4-digit ones.
« Out-of-Band (OOB):
o Uses an alternative secure channel (e.g., NFC, QR code, wired connection) to exchange
the key 06

o Advantage: Minimizes MITM risks by requiring compromise of both channels.

17



State of the Art
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Security Concerns

Cyberattack Threats:

« Sniffing & Spoofing: Attackers can intercept and mimic neural data, potentially leading to
unauthorized control or data manipulation.

« Man-in-the-Middle (MITM) Attacks: Vulnerabilities, especially in BLE protocols, allow
adversaries to intercept and alter communication during pairing and data transmission.

Design & Standardization Gaps:
» Fragmented Cybersecurity Measures: Many BCls lack a unified, robust security framework.

« Absence of Security-by-Design: Security is often an afterthought, leaving critical vulnerabilities
unaddressed from the start.

07
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Security Concerns

Ethical & Legal Implications:

« Neuro Rights at Risk: Inadequate protection of neural data threatens fundamental rights to
mental privacy and cognitive integrity.

» Data Privacy Concerns: Unauthorized access to biometric and neural data could have severe
personal and legal consequences.

Urgency & Impact:

« As BCls become integrated into healthcare, consumer tech, and everyday applications, these
vulnerabilities pose significant risks to user safety, privacy, and overall trust in neurotechnology.

08
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Research Questions

« What are the main security vulnerabilities in + What is the impact of existing legal and ethical
current brain-computer interfaces? frameworks on data privacy protection in BCls,
and what improvements are needed?
« How can cyberattacks affect the privacy and

security of BCl users? « How can privacy-by-design techniques be
integrated into the development of new BCI
« What security framework can be developed to systems to ensure security from the start?

mitigate risks associated with BCI devices
across various application environments?

09
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Objectives

Identify common cyberattacks on BCls.

Analyze vulnerabilities during the BCI process and
evaluating the impact on users' privacy and the latent risks
to user safety.

Compare different BCI devices security properties and
vulnerabilities, and classify their risk.

Propose a comprehensive framework for enhancing BCI
security and user privacy protections, and provide
minimum design requirements.
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Methodology

1. Literature Review 3.Conduct Tests

« |dentify current BCI technologies. e Test BCl responses to sniffing.

o Assess known vulnerabilities. « |dentify weaknesses in BCI security.

2.Analyze Cyberattacks Patterns 4. Propose Countermeasures

o Study common and emerging threats.  Design security enhancements.
o Correlate threats with BCI e Recommend implementation
vulnerabilities. strategies.

Experiment Overview

Goal of Experiment
« Demonstrate how a passive attacker can capture Bluetooth packets during the BCI pairing
process.

Methodology
» Devices Tested:
o NeuroSky MindWave Mobile 2 (EEG)
o OpenBCl Ganglion (EEG/EMG/ECG)
» Tools Used:
o Nordic Semiconductor Sniffer (nRF52840)
o Wireshark for packet capture and analysis

A,
O
£
<
()]
2
7))
(7))
O
o

Why This Matters
» Exposing how easily packets can be intercepted underscores the need for stronger pairing
methods and robust encryption.

n
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Passive Attack
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OpenBCI Ganglion
Cost: 500 EUR

Neurosky Mindwave
Cost: 150 EUR

Mobile 2

L]
- r]IVERSITé
ul DF pay o1 D28
. oas ot thoous
.
" T pee— = o X
Fle B View Go Coore Ansbao Swisics Teorory Wickss Toos Wl
4m2e I  NRB ecEF i =aaan
A [irome contains ‘WindWwo' B )+
Interface ... N v A H Help Defaults =
No. preey Source oHY tocol Length  Delta time (s end to start) N NESN More Dsta  Event counter  Info -
1776 25.047 TexasInstrum_e8:50:99  LE 1M LE LL 23 150us @ SCAN_RSP
1830 25.676 TexasInstrum_e8:50:99 LE 1M LE LL 23 150ps @ SCAN_RSP
1845 25.782 TexasInstrum_e8:50:99 LE 1M LE LL 23 156us @ SCAN_RSP
1949 26.939 TexasInstrum e8:50:99 LE 1M LE LL 23 15eps @ SCAN RSP
1952 26.941  TexasInstrum_e8:50:99 LE 1M  LE LL 23 1505 @ SCAN_RSP
1966 27.153  TexasTnstrum_e8:50:99 IF 1M IF 11 23 151ps @ SCAN_RSP.
1973 27.252 TexasInstrum_e8:50:99 LE 1M LE LL 23 15@us @ SCAN_RSP
2011 27.669 TexasInstrum_e8:50:99 LE 1M LE LL 23 15eps @ SCAN_RSP.
2131 29.061 TexasInstrum_e8:50:99 LE 1M LEFLE 23 15@ps @ SCAN_RSP
2153 29.274 TexasInstrum_es8:50:99 LE 1M LE LL 23 151ps @ SCAN_RSP
2224 30.005 TexasInstrum_e8:50:99 LE 1M LE LL 23 151ps @ SCAN_RSP.
2246 30.224 TexasInstrum_e8:508:99 LE 1M LE LL 23 151ps @ SCAN_RSP
2320 31.083  lexasinstrum_e8:50:99 LE 1M LE LL 23 151p5 @ SCAN_RSP.
2363 31.612 TexasInstrum_e8:50:99 LE 1M LE LL 23 151ps @ SCAN_RSP
2394 31.930@ TexasInstrum_e8:50:99 LE 1M LE LL 23 151ps @ SCAN_RSP
2426 32.245 TexasInstrum e8:50:99 LE 1M LE LL 23 150ps @ SCAN RSP
2437 32.348 TexasInstrum_e8:50:99 LE 1M LE LL 23 158ps @ SCAN_RSP
2483 32.866 TexasTnstrum_e8:50:99 LE 1M LE 1L 23 151ps @ SCAN_RSP.
2486 32.867 TexasInstrum e8:50:99 LE 1M LE LL 23 151ps @ SCAN_RSP
2501 32.972 TexasInstrum_e8:50:99 LE 1M LE LL 23 150ps @ SCAN_RSP.
2505 33.071 TexasTnstrum_e8:50:99 LE 1M LE LL 23 151ps @ SCAN_RSP
2540 33.381  TexasInstrum_e8:50:99 LE 1M  LE LL 23 15045 @ SCAN_RSP
2556 33.594  TexasInstrum_e8:50:99 LE 1M LE LL 23 15045 @ SCAN_RSP.
2559 33.596 TexasInstrum_e8:50:99 LE 1M LE LL 23 151ps @ SCAN_RSP
2616 34,448 lexaslnstrum_e8:50:99 LE 1M LE LL 23 150ps

Frame 1776: 49 bytes on wire (392 bits), 49 bytes captured (392 bits) on int

nRF Sniffer for Bluetooth LE
Bluetooth Low Energy Link Layer

@ 7 pruesalpeapng

07 2a 00 03 68 07 02 0a 01 27 2c 0@ 00 2d 68 24
04 d6 be 89 8e 04 17 99 50 e8 e3 64 c4 10 @9 4d
69 6e 64 57 61 76 65 20 4d 6f 62 69 6C 65 92 ac
fd

Packets: 20313 - Displayed: 669 (3.3%)

Wireshark

@ SCAN_RSP |~

indwave Mobile: -

Profile: Profile_nRF_Sriffer Sluetocth LE
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Attack Details & Observations

Captured Data:
o “LE LL" packets at the Bluetooth Low Energy Link Layer
« MAC addresses, connection parameters, partial device identifiers

UASLP

Universidad Auténoma
de San Luis Potosi

Key Findings
« MindWave Mobile 2 was detectable by the sniffer, revealing its static MAC address and 4-digit
passkey set to “0000.”
« OpenBCl Ganglion was not detected, thanks to its proprietary USB dongle (an Out-of-Band
pairing method).

Implications
» Lower-cost devices often lack robust Security-by-Design, making them vulnerable to more
complex attacks like MITM.
« OOB pairing significantly reduces susceptibility to passive sniffing. 15

Passive Attack
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Criterion Scoring System Notes
Bluetooth Low Uses BLE: 5 points BLE is essential for low power consumption
Energy (BLE) No BLE: 1 point and improved security over Bluetooth Classic.
Secure LE Secure Connections: 3 points LE Secure uses authenticated pairing with
Connections LE Legacy Pairing: 2 points ECDH, providing stronger defense against
Simple Pairing: 1 point MITM attacks.
Just Works Model Avoided: 2.p0ints "Just Works'i lacks authentication, so its use
Used: 1 point lowers security.

6-digit passkey: 5 points

Re:’lz:::;ye ” 4-digit passkey: 2 points I}:/i(i):ii <g:11§r1:)sc g;:atly enhance the security of the
No passkey: 1 point )
Out-of-Band OOB supported: 3 points OOB pairing adds an extra secure channel for
(OOB) Pairing Not supported: 1 point data exchange, reducing the risk of attacks.
Non-Static Non-static: 2 points Randomized addresses help prevent device
Address Static: 1 point tracking and enhance overall security.

Scoring Framework

Maximum score: 20 points
Minimum requirements: 14 points 16
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TABLEIV. COMMERCIAL BCI’S BLUETOOTH FEATURES

Device Name BL.b SC.c BLE | Jw.A PK.© OO0B | NSAS
OpenBCI Ganglion 4.0 LE Legacy Pairing v X X v X
NeuroSky MindWave Mobile 2 2.1 Secure Simple Pairing v X 4-dig X X
Emotiv Epoc X 5.0 LE Secure Connections v X X v X
Muse 2 4.2 LE Secure Connections v v X X X
Neurable MW75) 52 LE Secure Connections v N X X X
BrainCo FocusCalm 5.0 LE Secure Connections v v X X X
Bitbrain Hero 2.1 Secure Simple Pairing X N X X X

* Bluetooth Protocol.
b Secure Connection.
© Just Works.

d Passkey Entry.

¢ Non-Static Address.

=
o)
S
®
£
O
} -
LL
oL
S
1 9
o)
0
7]

17
-
s B D
.. PAYS DE LADOUR le San Luis Potosi
o Framework Proposal BCI Devices
= .
18
Non-Static Address
16
o |
Out-of-Band Pairing . - -
12
c . | Il B .
Ihl . . | B B
Passkey Requirement . - . . - - -
. N HE EEEEEN
m Just Works Association ¢ I B . . Il BN B e -
‘ Model 4
© . | ]
h 2 -
o Secure Connections -
0
v v & &
& & Qf & & & &
& N \4‘0 ¥ & Q“oy *e‘q’\o
w Bluctooth Low Energy & & 5 & o <
& & ¥ &
o 18
&\y

23



(7))
C
.0
)
=
@)
(7p)
(@)
S
)
2
>
LLl

TABLE IIL

UASLP

f;ﬁx.

. IVERSITE
am DE PAU ET DES
n PAYS DE VADOUR

de San Luis Potosi

EXISTING SOLUTIONS AND OUR APPROACH

Universidad Auténoma

Security Approach

What They Do/Offer

Limitations/Focus

Blockchain Frameworks [2]

Use decentralization, immutability, and smart
contracts to secure communications.

High computational overhead and increased
latency make them unsuitable for real-time BCI
applications.

OS Kernel Modules & User-Space
Frameworks [11]

Harden system level defenses and mitigate
vulnerabilities.

Introduce complexity and require specialized
expertise, which can be impractical for many BCI
systems.

Machine Learning for Threat
Detection [8]

Provide proactive security by identifying
potential attacks.

Current BCI and IoT devices lack the robust
computational power necessary for efficient real-
time processing.

Our Approach: Enhancing the
Pairing Process

Targets the pairing phase, a critical vulnerability
in BCI communications.

Offers a practical, low-overhead security
enhancement that aligns with the real-time
requirements of current BCI devices.

Summary of Findings

19
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» Rapid BCI Adoption: BCls are increasingly used in healthcare, research, and daily life.

« Identified Vulnerabilities: State-of-the-art review and passive attack tests revealed critical
security gaps, especially in devices lacking robust pairing methods.

» Scoring Framework Results: Of seven commercial devices evaluated, only two surpassed the
minimum security threshold, highlighting a widespread lack of Security-by-Design.

20
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Key Recommendations

« Adopt Security-by-Design: Manufacturers should integrate cybersecurity measures (e.g., 00B
pairing, non-static addresses) from the initial design phase.

» Regulatory Guidance: Policymakers need to establish clear standards and guidelines for BCI
security, ensuring user data protection.

« Future Research Directions:
o Develop advanced encryption and low-latency security methods suited for real-time BCls.

Thanks for your attention!
jGracias por su atencion!
Merci pour votre attention!

R
r‘|ng5|Té ﬁm UASLP
PAYS DE UADOUR -, :"”:‘ de San Luis Potosi
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Apendix A

As the article presented at the conference had to be shortened to comply with the
established guidelines, this chapter presents the extended version, which includes
additional details about the research project and is intended for future publication
using the MDPI format.
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Abstract: Advanced neurotechnologies, particularly Brain-Computer Interfaces (BCls),
are revolutionizing human- machine interactions, providing remarkable advancements
across medical, industrial, educational, entertainment, and security domains. Despite
BClIs’ great potential, they simultaneously raise critical ethical concerns regarding user
data privacy and their Neuro Rights, which aim to safeguard individuals against the risks
of emerging neurotechnologies, especially as they become increasingly available on the
market. Utilizing a comprehensive literature review and implementing a passive attack
on two commercial BCI devices, the study reveals critical vulnerabilities during all the
phases of the system. Our findings underscore the urgent need for robust cybersecurity
frameworks, including Privacy-by-Design strategies. To address this problem, we designed
a scoring framework based on the Bluetooth standard, that guides manufacturers and
helps regulators, guaranteeing the safe adoption of BCIs. The proposed solution aims to
enhance the security of the pairing process on BCI devices, thereby ensuring user neural
data integrity and protection.

Keywords: Neurorights; BCls; cybersecurity; neural data privacy; BLE

1. Introduction

Brain-Computer Interfaces (BCls) are a neurotechnology that enables communication
and control between users and computer systems beyond traditional keyboard-based
interaction. They do not rely on any other external devices nor human intervention (i.e.,
muscular or speech) to complete an intended task, such as controlling a robotic arm or
restoring motor function in individuals with spinal cord injuries [1]. Furthermore, BCIs
can also provide a real-time communication between the brain and external digital devices
through brain-to-internet (B2I) connectivity [2]. With the adoption of 6G technology, that
promises ultra-low latency and massive connectivity, the integration of BCIs into everyday
applications is expected to accelerate, requiring a reassessment of cybersecurity frameworks
to protect increasingly interconnected neural devices.

The feedback loop of BCIs is defined by its directionality, which not only depends
on the user’s intended goals, but also on the device’s design and the context it is being
used. In one direction we have the “Neural Data Acquisition” process (Figure 1), where
BCIs monitor and records brain activity (Phase 1). These neural signals reflect the user’s
intentions to control an external device or interface. The raw neural signals generated by
the brain then undergo conversion and processing (Phase 2), including analog-to-digital
transformations that aim to optimize the Signal-to-Noise Ratio. Next, the digital neural
data is transmitted to a computer system (Phase 3), where algorithms such as classifiers or

Version November 28, 2025 submitted to Journal Not Specified
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predictors decode them to infer the user’s contemplated action. Ultimately, the interpreted
command triggers the corresponding application behavior, closing out the cycle (Phase 4)
and often activating additional feedback loops for further refinement [3].

Neural Data Acquisition

"g“l‘

(PHASE 1)

Monitor and record Brain Transmit to a computer

system and decode.

DATA PROCESSING &

(E!Ag_)
(EHASE 2) Excecute intended action
Analog-to-digital and receive feedback
conversion. (optional).

Figure 1. Neural Data Acquisition Cycle.

Neural Stimulation

%%

APPLICATION

Define intended stimulation (PHASE 3)
n. Dlglal lo analog
ENCODING NEURAL ACTIVITY
(PHASE 2) (PHASE 4)
f int Stimulation of neurons to
Encoding of intended fation of neur

stimulation into a firing
pattem.

Figure 2. Neural Stimulation Cycle.

In the other direction “Neural Stimulation” (Figure 2), the BCI delivers brain stimu-
lation, through transcranial magnetic stimulation (TMS) or electrical pulses, to modulate
neural activity (e.g., employing TMS to target specific brain regions associated with cog-
nitive decline in Alzheimer’s patients). This cycle begins with applications defining the
intended stimulation task to perform (Phase 1). This input is then processed by different
techniques, such as Machine Learning (ML) models to develop a firing pattern contain-
ing all the necessary parameters for brain stimulation, including pulse width, intensity,
frequency and temporal planning (Phase 2). Subsequently, the BCI converts these digital
parameters into analog data and transmits it to the stimulation system (Phase 3). Finally,
this system will stimulate specific neurons from one or more brain regions to achieve the
desired outcome (Phase 4) [3].

BClIs can be designed to function either unidirectionally or bidirectionally, depending
on whether they simply collect neural signals or both collect and stimulate them. In a
unidirectional BCI, the communication system implies that either acquisition of neural
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data or neural stimulation is performed, making it simpler to design and implement.

However, this simplicity also limits its range of applications. By contrast, bidirectional BCIs
can both acquire neural data and stimulate neurons, allowing for a more interactive and
sophisticated exchange between the brain and the external device. Although this expanded
capability can power an array of advanced applications, the added complexity typically
translates to higher development costs.

Brain activity can be measured using different hardware technologies, which can be
classified into invasive and non-invasive techniques. Non-invasive techniques include
Electroencephalography (EEG), Magnetoencephalography (MEG), functional Magnetic
Resonance Imaging (fMRI), and functional Near-Infrared Spectroscopy (fNIRS). Invasive

techniques comprise Electrocorticography (ECoG) and Subcortical Electrode Arrays (SEA).

The authors Landau et al. in article [4] provide detailed descriptions of these BCI hardware
technologies, and our synthesis and categorization of these technologies are presented in
Figure 3 for comprehensive reference. Notably, the majority of BCIs rely on EEG technology
to record the electrical fields generated by neuronal synaptic activity. According to their
frequency, there are specific bands classified as delta (§, 1-4 Hz), theta (6, 4-7 Hz), alpha
(«, 8-13 Hz), beta (B, 13-30 Hz), and gamma (7, >30 Hz)[5]. These signals are collected
from scalp electrodes, and amplified to enhance the Signal-to-Noise Ratio and continuously
sampled at a high frequency (typically ranging from 128 Hz to 512 Hz) to provide a precise
temporal resolution [6], making EEG an ideal method with a simple set up. Moreover, its
portability and affordability allow users to independently operate EEG devices, increasing
its popularity and the need to secure these devices against cyberattacks compared to other
brainwave acquisition methods.
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Figure 3. BCIs hardware technologies comparison.

This paper focuses on the vulnerabilities that BCIs face during the pairing process, as
most of them use the Bluetooth protocol to communicate with an external device. Section 2
provides a solid background on the evolution of BCI devices, their expansion into several
fields and the issues regarding user privacy. In Section 3, we identify the communication
protocols used by current devices that are on the market, identifying the common pairing
method and shared vulnerabilities. In Section 4, we implement a systematic review of
current vulnerabilities and challenges found on the state-of-the-art literature, which guided
us through to propose a novel solution. After identifying the existing lack of security
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by design and standardization for these devices on several studies, Section 5 explains
how the Bluetooth Low Energy protocol works and outlines its different pairing methods.
In Section 6, we performed a passive attack on two BCI devices, to demonstrate from
a practical perspective, some of the vulnerabilities those devices might face during a
cyberattack. Section 7 presents our proposed scoring framework for minimum security
requirements, which we used to evaluate current devices that are on the market. Finally, in
Section 8 we present our conclusions about our findings and proposal.

2. BCI Applications and User Privacy

Since its origins in the 1970’s, Brain-Computer Interfaces (BCIs) and brain monitoring
have primarily served medical applications in healthcare [3]. Initially, BCIs were developed
to assist individuals with severe disabilities, enabling them to communicate and control
their environment through direct brain signals. Over the decades, the technology has signif-
icantly evolved, finding applications not only in medical diagnostics and treatment but also
in preventive care, rehabilitation, and restoration of lost functions. These advancements are
comprehensively detailed by authors Abdulkader et al. in article [7], and we outlined them
in Table 1, to highlight the diverse roles BCIs play in enhancing patient care and medical
outcomes.

Table 1. Medical scopes and functionalities of BCIs.

Medical Scope BCI Applications and Functionalities

*  Studies measure the influence of smoking and alco-
hol on brainwaves to assess potential loss of func-
tion and decreased alertness.

Prevention *  Motion sickness prediction systems help prevent
traffic accidents by monitoring driver alertness and
consciousness through BCI-based systems.

*  EEGs are utilized for brain tumor detection as a
more cost-effective alternative to MRI and CT scans.
*  BCl systems assist in detecting health issues such
Detection & Diagnosis as epil'epsy, narcolepsy, anc! dys}exia. . .
*  EEG signals can help predict diseases like Parkin-
son’s, dyskinesia, peripheral neuropathy, and mus-
culoskeletal disorders.

*  BClIs aid in restoring lost functions and improving
mobility in patients with strokes, injuries, and dis-
abilities.

*  BCl-based prosthetic limbs assist patients in regain-

Rehabilitation & Restoration ing functionality.

*  Rehabilitation training programs using real-world
tasks, virtual reality, and augmented reality.

*  Motor imagery signals are used in neurofeedback
systems for post-stroke motor therapy.

As research and technology continue to advance, BCIs have expanded their scope into
diverse non-medical fields. These applications include Neuroergonomics and Smart Envi-
ronments, such as smart houses, workplaces, and transportation systems; Neuromarketing
and Advertisement, involving Electroencephalogram (EEG) evaluations for advertisements
in both commercial and political contexts; Educational and Self-Regulation settings, en-
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abling and enhancing skill learning through techniques like functional Magnetic Resonance
Imaging (fMRI) neurofeedback; Games and Entertainment, covering from brain-controlling
games to Virtual Reality; and Security and Authentication, where methods like Cognitive
Biometrics and Electrophysiology using biosignals enhance authentication processes [7].

While the expansion of these applications has provided numerous benefits for the
users, they also raise concerns about the security and privacy of their biodata, compro-
mising sensitive information such as thoughts, emotions, sexual orientation and religious
beliefs [3]. The potential threat of a cyberattack leaves users vulnerable, highlighting the
need for robust security measures in the rapidly evolving landscape of BCI applications.
Protecting users from these potential dangers has become a concern in the field of cyberse-
curity. This has given rise to concepts such as “Neuro Rights,” “Neuro Security,” “Neuro
Privacy,” “Neuro Ethics,” “Neuro Confidentiality,” “Neuro Integrity,” “Brain Hacking”
among others, all aimed at ensuring that users are considered and protected amidst the
ongoing technological revolution. Chile stands as a pioneer in the Americas by introducing
two bills in its congress in 2020 aimed at preserving Neuro Rights and safeguarding the
mental integrity of users. These legislative initiatives also seek to regulate the development,
research, and advancement of neurotechnologies [8].

Despite the growing market of BCIs and other IoT devices, there is a lack of cyberse-
curity standards focusing on Security-by-Design and Privacy-by-Design principles. This
gap underscores the urgency of implementing protective frameworks, and a call to action
on both manufacturers and regulators. Moreover, invasive BCls present an even greater
challenge, as demonstrated by new technologies like Neuralink, which recently implanted
its first device in a human subject. Neuralink uses a communication protocol based on
Bluetooth and a nanotechnology for single-neuron precision. If there is no regulation
or standardization implemented while designing these devices, users are vulnerable to
malicious manipulation of their neural activity by attackers [9].

3. BCI Communication Protocols

Brain-Computer Interface (BCI) devices rely on different communication protocols
for data transmission and operational control. Among these protocols, Bluetooth Low
Energy (BLE) is commonly adopted in BCIs and other IoT devices because of its low
power requirements and straightforward integration. However, these same advantages can
create vulnerabilities—such as sniffing, spoofing, and man-in-the-middle attacks—when
the encryption and authentication measures in BLE implementations are weak.

For applications that demand higher bandwidth and continuous data throughput,
Wi-Fi often proves more suitable, especially in research or clinical environments. Despite
its advantages, Wi-Fi remains susceptible to eavesdropping and data interception unless
rigid security safeguards are in place. USB and serial ports connections are frequently
favored for their speed and reliability, making them an usual option in research-grade and
clinical setups to mitigate the risks associated with wireless communication vulnerabilities.
However, if proper protocols are not enforced, these wired interfaces can become targets
for physical tampering and other attacks.

There are some BCIs that integrate Radio Frequency (RF) communication modules,
which use the ZigBee protocol introduced on the IEEE 802.15.4 standard. This integration
is particularly advantageous for portable BCI devices, where low power consumption is
critical for long-term monitoring applications. ZigBee is beneficial for BCls that require
a robust and long range wireless communication, enhancing the versatility and range of
applications. Nonetheless, interference and limited bandwidth can pose challenges, leaving
these protocols prone to disruptions in both data integrity and transmission reliability.
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Table 2. Commercial BCIs and their supported communication protocols.

Supported
Device Name Channels? Signal Type Proto- Applications
cols
Egel?stgfl Research,
OpenBCI Ganglion 4 EEG, EMG, ECG  ZigBee ;fe‘g_"'
(cus- b
ack
tom)
Bluetooth
?(E),t]fllue— Educfation,
NeuroSky MindWave Mobile 2 1 EEG 40, gamimng,
ZigBee per
(cus- sonal
tom)
Classic Research,
Blue- gaming,
Emotiv Epoc X 14 EEG tooth, neuro-
USB market-
dongle ing
Meditation,
Muse 2 7 EEG ElEuetooth mindful-
ness
USB, Clinical
g tec g.USBamp 16256  EEG,EMG,ECG ZigBee  diag-
(cus- nostics,
tom) research
Bluetooth
LE,USB, AR/VR
Neurable (MW?75) 6 EEG ZigBee control,
(cus- gaming
tom)
AR/VR,
NextMind 1 EEG Bluetooth hands-
LE free
control
Education,
BrainCo FocusCalm 4 EEG Bluetooth cogh-
LE tive
training
Wi-Fi Cognitive
Kernel Flow 2 Multiple NIRS USB . research,
clinical
Wi-Fi,
Blue-
tooth Research,
Bitbrain Diadem 8-32 EEG LE, USB, clinical
ZigBee  use
(cus-
tom)

2 Number of channels (electrodes).

4. BCI Vulnerabilities and Challenges

153

The predominant types of brain waveforms utilized in the development of EEG-based s
BClIs include: P300 waveforms, Steady-State Visually Evoked Potentials (SSVEP), Error- s
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Related Potential (ErrP), Event-Related Desynchronization/Resynchronization (ERD/ERS),
and alpha waves [5,7]. Among these, P300 signals appear prominently in commercial EEG
applications. The P300 waveform is a positive electrical brainwave detected roughly 300
milliseconds after a user is stimulated. This predictability poses a significant security risk,
leaving BCIs open to spoofing and other forms of cyberattacks [10].

Researchers have identified a range of additional cybersecurity threats that jeopardize
P300-based and other BCI devices during the complete operational process. This overview
spotlights the vulnerabilities found in current literature, particularly for BCIs communi-
cating via Bluetooth Low Energy (BLE), and highlights the critical areas of concern and
the potential impact of these threats on the integrity and functionality of BCI systems.
Several attacks were identified during the whole BCI process; Bluetooth Connection, Signal
Acquisition, Data Transmission, Data Processing, User Application Interaction, and Neural
Feedback Loops.

Table 3. Systematic review of BCI cybersecurity attacks reported across the literature. Columns show
which sources discuss each attack type.

Cybersecurity Attack

—_
W
—_—

[71 [4] [11] [2] [10]
v v

Adversarial attacks

Misleading stimuli attacks

Cryptographic attacks

Firmware attacks

Battery-drain attacks

Injection attacks

Malware attacks

Ransomware attacks

Botnet attacks

Sniffing attacks

Man-in-the-middle (MitM) attacks

Replay attacks

Social engineering attacks

Spoofing attacks

Signal tampering

Eavesdropping

Data theft

Denial of service (DoS)

Privilege escalation v

Jamming attacks v
Columns correspond to sources: [2—4,7,10,11].

AN N N N N NENENENENEN
AENENEENEN
RN NN

NN
AN N R
N
<

EN

After analyzing and comparing the literature, it is evident that BCIs are susceptible to
both traditional cybersecurity attacks, such as Man-in-the-Middle (MitM) attacks—where
an attacker intercepts the keys exchanged between devices to eavesdrop on communica-
tions—and more specialized neural cyberattacks. We could identify the key vulnerabilities
across all the operational phases:

A) Bluetooth Connection: Devices are susceptible to MitM attacks, data sniffing and
spoofing due to weak encryption and authentication in BLE protocols.

B) Signal Acquisition: Risk to jamming (interference with legitimate signals), spoofing
(introduction of fake signals like P300), and replay attacks (reusing recorded signals to
simulate inputs).

C) Data Transmission: Common threats include MitM attacks, cryptographic exploitation
and replay attacks.

D) Data Processing: Susceptible to malware, adversarial attacks, injection attacks, and
algorithm manipulation.
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E) User Application Interaction: Vulnerabilities include exploitation through malicious
applications, privilege escalation, spoofing, and social engineering, which can lead to
unauthorized system control.

F) Neural Cyberattacks: Susceptible to tampering, injection attacks, overstimulation
(neural flooding) and inhibition (neural jamming).

Table 4. Systematic review of BCI cybersecurity challenges highlighted across the literature.

Cybersecurity Challenge [3] [7] [4] [11] [2] [10]
v v v

Data confidentiality

Data integrity

Service availability

Physical and psychological safety
Neural privacy

Technological constraints
Dynamic security updates
Secure-by-design development
Protection against malicious stimuli
User training

Low signal-to-noise ratio (SNR)
Scalability

Secure signal transmission
System robustness

Real-time analysis
Standardization

SNENEN

v
v
v

N N N NENENEN
\

SNENEN

SENENEN

Columns correspond to sources: [2—4,7,10,11].

On the other hand, BCI devices face a multidimensional security challenge, due
to a lack of standardization and the absence of Security-by-Design principles. Neither
manufacturers nor regulatory bodies have adequately addressed these challenges. After
analyzing the vulnerabilities, challenges and existing proposals, our contributions are as
follows:

*  DPassive Attack Evaluation: We performed a passive attack on BCIs to evaluate and
understand the vulnerabilities they pose. We also conducted additional analyses to
comprehend the critical features that impact their level of security.

¢  Technical Analysis of Commercial BCIs: We have performed an analysis of the
technical aspects of BCIs that are currently on the market, to assess their security levels
and compare their performance.

*  Security Scoring Framework: We designed a security scoring framework based
on previous work from authors Silva-Trujillo et al. [12] to propose the minimum
requirements that a BCI must meet to be categorized as secure.

We could also identify some of the recent efforts to secure BCIs. Among them, one
approach is a blockchain framework that has been proposed to secure communications by

leveraging decentralization, immutability and smart contracts to protect data integrity [2].

However, these solutions often impose significant computational resources and introduce
latency, making them less suitable for real-time application and for current BCI devices
on the market. Similarly, other studies in the literature have implemented OS kernel
modules coupled with user space frameworks to harden system level defenses and mitigate
vulnerabilities across the software stack [11]. While these approaches offer improved
control and monitoring of operations, they also introduce increased complexity and require
specialized expertise which may not be feasible for many BCI implementations. Although
the integration of machine learning algorithms for threat detection is promising, current
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IoT devices and BCIs do not possess robust computational power necessary to run such
algorithms efficiently. For these reasons, our work instead focuses on enhancing the pairing
process, providing a more practical and immediate enhancement to BCI security.

5. Bluetooth Low-Energy Pairing Methods

In this section, we present the pairing methods for Bluetooth Low Energy (BLE),
introduced in the Bluetooth 4.0 specification. Since its adoption, most devices can support
both Bluetooth Classic and BLE (dual mode). This is the most used communication protocol
within the commercial BCI devices, due to its two key features; low energy consumption
and Generic Attribute Profile (GATT)-based data transmission [13]. Consequently, it is
crucial to understand the level of security of each of their pairing methods, to assess and
implement a Security-by-Design approach when manufacturing these devices.

The Secure Simple Pairing (SSP) mechanism was developed as a part of the Bluetooth
Standard. The main goal of SSP is to establish the link key between two Bluetooth De-
vices. During this process, SSP uses the Elliptic Curve Diffie-Hellman (ECDH) public key
algorithm to protect connections from MitM attacks. As a countermeasure, SSP offers four
different modes of authenticated key exchange, each varying in security depending on
the technical design and Input/Output capabilities (IOCaps) of the devices: Just Works,
Numeric Comparison, Out-of-Band (OOB), and Passkey Entry [14].

A)  Just Works. This is the least secure pairing method, as it allows the pairing process to
be done without user interaction. It is commonly used when at least one of the pairing
devices lacks a display or keyboard for entering digits. Unfortunately, many BClIs rely
on this method, leaving them unprotected against MitM attacks.

B) Numeric Comparison. This method is used when both devices can display a 6-digit
number on their respective screens. The user provides a YES or NO response if the
numbers match. This method presents a better level of security compared with Just
Works; nevertheless, the designs that BCIs possess nowadays do not offer a screen to
display data to be used during the pairing process.

C) Passkey Entry. Designed for the devices with input capabilities, but no screen to
display. This method uses a 4-digit or 6-digit numeric passkey, which is generated on
one device and must be entered on the other one. A Temporary Key (TK) is generated
after the passkey is shared between devices. It is recommended to use a 6-digit passkey
to reduce the likelihood of an attack. Some BCI devices use a 4-digit passkey, however
sometimes all digits are set to 0, leaving the pairing exposed to eavesdropping and
MitM attacks.

D) Out-of-Band (OOB). This association model applies to devices that support an ad-
ditional separate channel, either wireless (i.e., Near-Field Communication and QR)
or wired, for the pairing process. By exchanging the Temporary Key (TK) through
an alternate medium, OOB pairing significantly reduces susceptibility to man-in-the-
middle (MitM) attacks, since an adversary would need to compromise both channels
simultaneously. As a result, BCIs equipped with OOB pairing represent a notable
advancement in security, offering a robust second layer of protection.

Additionally, the National Institute of Standards and Technology (NIST) recommends
that manufacturers implement an Advanced Encryption Standard (AES), as it secures even
more the data that is being transmitted [15]. Encryption requires pairing, which performs
a key exchange between the master and slave devices. Two key exchange methods are
available under the Secure Connections Only (SCO) mode for BLE devices: Legacy Pairing
(BLE 4.0 and 4.1) and Secure Pairing (BLE 4.2+). The main difference is that Legacy Pairing
does not include ECDH encryption, which makes it vulnerable to eavesdropping attacks.
However, in Bluetooth Classic versions 2.1 and 3.0, Secure Simple Pairing (SSP) is used.
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This method is less secure than devices that support SCO, emphasizing the need for current
commercial devices to adopt the latest encryption and pairing methods, to mitigate risks
effectively [13].

6. Passive Attack Test

In this project, we conducted an experiment as a passive attacker to exploit the vulner-
abilities of the Bluetooth protocol during the pairing process of BCI devices. Specifically,
we implemented an eavesdropping attack on the exchanged packets. This let us verify
the current risks that commercial BCI possess for their users. Capturing and recording
transmitted packets, MAC addresses and connection parameters, is a critical step that could
facilitate more severe attacks, such as Man-in-the-Middle (MitM).

Two BCI devices were tested during the passive attack:

L NeuroSky MindWave Mobile 2-EEG (MWM2). The headset has a ThinkGear
ASIC chip (TGAT1 ASIC) with a static MAC address. The device poses only a single
EEG electrode channel to read neural activity, and relies on Bluetooth Classic and
BLE (dual mode) for communication. Although it implements a 4-digit passkey
entry during pairing, all digits are set to “0,” leaving it vulnerable to cyberattacks.

1. OpenBCI Ganglion. The OpenBCI Ganglion Board is a 4-channel neural interface
designed for EEG, EMG (Electromyography), and ECG (Electrocardiography) sig-
nal acquisition. It uses the nRF52832 microcontroller and runs on custom OpenBCI
firmware. Data is sampled at 200 Hz on each channel and can be transmitted wire-
lessly to compatible devices via BLE. Additionally, the Ganglion board supports a
USB dongle for proprietary communication, enhancing compatibility and security
during data transmission.

To execute the sniffing attack, we employed a Nordic Semiconductor Sniffer
(nRF52840), to capture the traffic between our BCI devices and a Windows computer.
Wireshark was the software that was implemented to capture and analyze the packets that
were spotted by our sniffer. All intercepted packets were “LE LL” (Bluetooth Low Energy
Link Layer) type, which represents one of the lowest layers of the Bluetooth Low Energy
protocol stack. This layer is responsible for medium access, connection establishment, error
control, and flow control [16] (i.e., Advertising and Scanning, Connecting, Data Channels,
Encryption). Additionally, the Logical Link Control and Adaptation Protocol (L2CAP)
provides fragmentation and reassembly for large data packets. SMP layer is responsible for
the security aspects, including key management and device authentication. More detailed
data from the packets can be identified at the HCI or ATT protocols level.
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Figure 4. BLE stack.

Among the two tested devices, only the MindWave Mobile 2 was identifiable by our
sniffer, as its Unique Identifier was detectable on the packets that were captured. This
finding suggests that a more complex attack could potentially be implemented on this
particular device, as its packets are easily detectable.
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Figure 5. "MindWave Mobile 2" packets captured on Wireshark.

In contrast, the OpenBCI Ganglion device, was not detected by our sniffer. This

can be attributed to its USB Dongle, which serves as an additional OOB pairing method.

The dongle implements a proprietary protocol to establish communication, leaving it out
of reach from our sniffing attack. This result supports our hypothesis that more secure

pairing methods, such as OOB, have a direct impact in mitigating these kinds of attacks.
Such methods should be considered essential when manufacturers design these devices.

Lastly, a co-relation between security and price was observed. The MindWave Mobile 2
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costs only one-third of the OpenBCI Ganglion price, suggesting a lack of prioritization
by manufacturers to implement a Security-by-Design approach in lower-cost devices,
potentially compromising user safety.

7. Scoring Framework

After running the experimental tests, we wanted to deep further and analyze other
BCI devices that are currently on the market. We reviewed their technical sheets to obtain
critical and relevant data from them. Afterwards, based on a previous framework built for
smartwatches by Silva-Truijillo et al. in article [12], we built an specific framework for BCls
that evaluates six features that were especially selected to build our scoring system. The
evaluation is grounded in industry standards and the best practices for Bluetooth security.
The main goal is to mark the minimum requirements manufacturers require to design
secure devices and to help mitigate risks such as eavesdropping, MitM attacks, and device
tracking.

Table 5. Commercial BCIs and their Bluetooth features.

Device Name BL® SCP BLE JW¢ PKY OOB NSA®
OpenBCI 4.0 LE Legacy Pairing v X X v X
Ganglion

NeuroSky 2.1  Secure Simple Pairing v X d41_ X X
MindWave &

Mobile 2

Emotiv Epoc X 5.0 LE Secure Connections v/ X X v X
Muse 2 4.2 LE Secure Connections v v X X X
Neurable MW75) 5.2  LE Secure Connections v v X X X
BrainCo 5.0 LE Secure Connections v v X X X
FocusCalm

Bitbrain Hero 2.1  Secure Simple Pairing X v X X X

2 Bluetooth Protocol. P Secure Connection. ~ © Just Works. 9 Passkey Entry.  © Non-Static Address.

1.  Bluetooth Low Energy. It is an essential protocol for IoT and wearable devices such
as BCls due to its low power consumption and security improvements over Bluetooth
Classic. Devices using BLE are awarded 5 points, as they meet modern standards for
secure communication. On the other hand, devices without BLE receive only 1 point,
to reflect their limited capacity for a secure, power-efficient application.

2. Secure Connections. By using authenticated pairing and Elliptic Curve Diffie Hell-
man (ECDH) key exchange, the Bluetooth Secure Connections protocol significantly
strengthens defenses against threats such as man-in-the-middle (MitM) attacks. BCI
devices that use LE Secure Connections earn 3 points, as this is currently the highest
standard available. LE Legacy Pairing, while still being a secure method, receives only
2 points, due to its reliance on older encryption methods. The least secure is Simple
Pairing, only receiving 1 point, as it lacks robust protection against eavesdropping
and MitM attacks.

3. Just Works Association Model. As we discussed earlier in the paper, this pairing
method is insecure because it does not require authentication during the pairing
process. Devices that avoid this association model are rewarded 2 points, while
devices that include it are given only 1 point. This scoring encourages manufacturers
to prioritize alternative association models, such as Passkey Entry or OOB.

4.  Passkey Requirement. This association model boosts security by introducing an
additional layer of user authentication. A 6-digit passkey, for example, raises the total
combinations from 10,000 to 1,000,000—making it considerably safer than its 4-digit
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counterpart. Devices implementing a 6-digit passkey receive 5 points, while those
using a 4-digit passkey are rewarded with only 2 points, as the gap between them is
considerable. Devices with no passkey functionality only get 1 point.

5. Out-of-Band (OOB) Pairing. This is one of the most secure association models, as it
requires an alternative communication channel to exchange pairing data. Some BCI
devices use an external USB dongle to provide the connection between them, securing
the pairing and the transmission of data. Devices that support OOB pairing receive
the maximum score of 3 points, as we consider it to be a critical function to implement
while designing BCI devices. Those without this feature receive only 1 point.

6.  Non-Static Address. Although not commonly used in BClISs, it is already prevalent in
other IoT devices, where randomizing addresses makes it more difficult for attackers
to trace or identify specific devices over time. BCIs implementing non-static addresses
are awarded 2 points, while those using normal static addresses are given only 1
point. Although this feature is not critical for pairing security, it provides additional
protection against passive tracking and could help manufacturers to strengthen their
security design.

Table 6. Scoring framework criteria for BCI Bluetooth security features.

Criterion Scoring System Notes
BLE is essential for low
Uses BLE: 5 points power consumption and
Bluetooth Low Energy (BLE) No BLE: 1 point improved security over

Bluetooth Classic.
LE Secure Connections: 3 LE Secure uses authen-

points ticated  pairing  with

Secure Connections LE Legacy Pairing: 2 ECDH, providing stronger
points defense against MITM
Simple Pairing: 1 point attacks.

Avoided: 2 points Just Works" lacks authen-

Just Works Model . tication, so its use lowers
Used: 1 point -
security.
6-digit passkey: 5 points ~ More digits greatly en-
Passkey Requirement 4-digit passkey: 2 points ~ hance the security of the
No passkey: 1 point Ppairing process.

OOB pairing adds an extra
OOB supported: 3 points  secure channel for data ex-

Out-of-Band (OOB) Pairing Not supported: 1 point change, reducing the risk

of attacks.
Randomized addresses
Non-Static Address NOrT—statlcz‘Z points help prevent device track-
Static: 1 point ing and enhance overall
security.

After reviewing these six features across seven commercial BCI devices, we developed
a comparison table (Table 6) to provide an insightful overview and illustrate how closely
each device adheres to current Bluetooth security requirements. From these findings, we
developed a scoring framework (Figure 7) based on the most critical parameters that we

selectively chose, and that helps as a guide for analyzing and assessing BCIs security level.

The framework sets a minimum score of 14 points out of 20, representing the minimum
requirements a BCI must meet to be considered as a secure device. Features such as
BLE pairing and Secure Connections are considered important due to their critical role
in mitigating risks and cyberattacks. Although less commonly adopted in current BCI
devices, OOB pairing is also considered a key factor for achieving the highest level of

341

342

343

344

345

346

347

348

349

350

351

353

354

355

356

357

358

359

360

361

362

363

365

366

40



Version November 21, 2025 submitted to Journal Not Specified 14 of 16

security, as it gives an extra layer of safety during the pairing process. By defining this
scoring benchmark, manufacturers can use it as a guide for integrating vital Bluetooth
security features into future BCI devices. The framework also serves as a valuable tool for
regulators to assess the security level of devices currently available in the market.

(a) OpenBCI Ganglion (b) NeuroSky MindWave (c) Emotiv Epoc X
Mobile 2

~F>

(d) Muse 2 (e) Neurable (MW?75) (f) BrainCo FocusCalm

(g) Bitbrain Hero

Figure 6. Commercial BCI devices evaluated in this study: (a) OpenBCI Ganglion, (b) NeuroSky
MindWave Mobile 2, (c) Emotiv Epoc X, (d) Muse 2, (e) Neurable (MW?75), (f) BrainCo FocusCalm,
(g) Bitbrain Hero.

Among the seven evaluated BCI devices (Figure 6), only two of them surpassed
the proposed minimum requirements. The Emotiv Epoc X emerged as the most secure,
achieving the highest score of 15 points, thanks to its robust implementation of LE Secure
Connections and OOB pairing. Similarly, the OpenBCI Ganglion, which we used during
the passive attack experiment, met the minimum security threshold, making it a reliable
option for customers. In contrast, devices like the NeuroSky MindWave 2, Muse 2, and
BrainCo FocusCalm fell just below the threshold due to their reliance on less secure pairing
mechanisms, and the absence of OOB pairing. The least secure device was the Bitbrain
Hero, which lacked essential security features entirely.
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Figure 7. Proposed scoring framework for Bluetooth security in BCI devices.

8. Conclusions and Final Thoughts

The popularity and adoption of BCI devices are increasing in diverse domains, from
healthcare and research to daily activities. However, our state-of-the-art analysis and
our passive attack experiment, unveiled critical vulnerabilities and challenges in current
BCI devices. The lack of standardization and Security-by-Design is largely overlooked by
manufacturers and regulators. This issue poses significant risks to the confidentiality of
users’ neuro data, especially as these devices become more widely accessible. By proposing
a scoring framework based on actual Bluetooth security standards, we aim to encourage
manufacturers, researchers, and regulators to adopt a Security-by-Design approach when
developing these devices, before releasing them on the market. However, we assessed the
safety levels of seven commercial BCI devices using our proposed framework, and only
two surpassed the minimum security threshold. This outcome highlights the current lack
of focus on safeguarding users’ neural data during the production of BCI devices. Finally,
our ultimate goal is to ensure and safeguard the integrity of users, positioning BCls as a
secure technology for future developments.
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