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Abstract

In a digital landscape where malicious software evolves faster than traditional defenses, intelligent

and proactive detection has become essential. This study presents a machine learning framework

for static malware detection based on the analysis of 138,047 Portable Executable samples, includ-

ing both malware and benign files. The dataset comprises 56 static structural features extracted

without code execution. Four supervised classifiers—Backpropagation Neural Network, Decision

Tree, Random Forest, and Support Vector Machine—were evaluated following the Knowledge

Discovery in Databases process. Ensemble-based feature selection methods (Random Forest and

Extra Trees) were applied to identify the most informative attributes, while random undersampling

was used to mitigate class imbalance. Experimental results show that the Random Forest classifier

achieved the best performance, reaching 99.45% accuracy and a 0.9909 F1-score on imbalanced

data, and 99.32% accuracy on the balanced dataset. These findings highlight the reliability and

scalability of tree-based models for static malware detection. Overall, the proposed framework

demonstrates that careful feature selection and balance adjustment can significantly enhance the

performance and interpretability of cybersecurity classification systems.
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Resumen

En un panorama digital donde el software malicioso evoluciona más rápido que las defensas tradi-

cionales, la detección inteligente y proactiva se ha vuelto esencial. Este estudio presenta un marco

de aprendizaje automático para la detección estática de malware basado en el análisis de 138,047

muestras de archivos ejecutables portables (Portable Executable), incluyendo archivos maliciosos

y benignos. El conjunto de datos comprende 56 características estructurales estáticas extraídas

sin ejecutar el código. Se evaluaron cuatro clasificadores supervisados—Red Neuronal de Retro-

propagación, Árbol de Decisión, Bosque Aleatorio y Máquina de Vectores de Soporte—siguiendo

el proceso de Descubrimiento de Conocimiento en Bases de Datos. Se aplicaron métodos de se-

lección de características basados en ensambles (Bosque Aleatorio y Extra Trees) para identificar

los atributos más informativos, mientras que se utilizó submuestreo aleatorio para mitigar el dese-

quilibrio de clases. Los resultados experimentales muestran que el clasificador Bosque Aleatorio

obtuvo el mejor desempeño, alcanzando 99.45% de exactitud y una puntuación F1 de 0.9909 con

datos desbalanceados, y 99.32% de exactitud en el conjunto de datos balanceado. Estos hallaz-

gos resaltan la confiabilidad y escalabilidad de los modelos basados en árboles para la detección

estática de malware. En general, el marco propuesto demuestra que una selección cuidadosa de

características y el ajuste del balance pueden mejorar significativamente el desempeño y la inter-

pretabilidad de los sistemas de clasificación de ciberseguridad.
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Chapter 1

Paper

This chapter contains the acceptance letter from the journal “Informatica: An International Jour-

nal of Computing and Informatics” and then the paper submitted to the journal.

6



7



8



9



10



11



12



13



14



15



16



17



18



19



20



21



22



23



24



25



26



27



Chapter 2

Presentation

This chapter contains the slides presented to my thesis committee as part of the review of this

research work. The presentation summarizes the progress, methodology, and main results of this

research project.
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Chapter 3

Appendices

The appendices provide additional detail on two methodological choices that could not be fully

discussed in the article because of space constraints. Appendix A explains the rationale for using

holdout evaluation with two train/test splits, 80/20 and 50/50, rather than k-fold cross-validation.

Appendix B explains the rationale for reporting accuracy, F1-score, mean squared error, ROC-

AUC, and confusion matrices as complementary measures of model performance.
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Appendix A. Why this study does not use k-fold cross-validation
Model evaluation in this study uses two train/test splits, 80/20 and 50/50, within a holdout strategy
rather than k-fold cross-validation (CV). This decision is based primarily on the size of the avail-
able datasets and the computational requirements of the experimental design. The comparison
between the two splits is treated as a sensitivity analysis of training-set size, not as a replacement
for the repeated partitions produced by CV.
The original dataset contains 138,047 samples, whereas the balanced dataset contains 82,646. Con-
sequently, the 80/20 split provides test sets of approximately 27,609 and 16,529 samples, respec-
tively. Under the 50/50 split, the corresponding test sets contain approximately 69,024 and 41,323
samples. These test sets are sufficiently large to produce precise performance estimates for the
specific partitions evaluated. However, dataset size does not eliminate all dependence on a particu-
lar split. The reported results should therefore be understood as conditional on the fixed partitions
used in the experiments, rather than as estimates of the split-to-split variability that k-fold CV or
repeated holdout validation would capture.
Comparing the 80/20 and 50/50 splits provides a partial robustness check by assessing whether
model performance is maintained when the amount of training data is substantially reduced. How-
ever, this analysis does not determine how much the results would change under different random
partitions with the same split ratio. It therefore addresses a different source of variation from that
examined by k-fold CV.
Computational cost provided an additional practical consideration. The experimental design in-
cludes 32 configurations defined by combinations of two dataset conditions, two feature-selection
methods, two train/test splits, and four classifiers. Applying five-fold or ten-fold CV to every con-
figuration would multiply the training and evaluation workload by approximately five or ten. The
breadth of these 32 configurations supports comparisons across preprocessing choices, training-set
sizes, and classifiers, but it does not constitute statistical replication. Given the large independent
test sets and the objective of comparing this factorial set of configurations, the additional compu-
tational cost of exhaustive CV was not considered proportionate to the expected improvement in
the precision of the performance estimates.
Random Forest (RF) also benefits from variance reduction through bagging. Its trees are trained
on bootstrap samples and randomized feature subsets, and their predictions are aggregated. This
internal resampling can make the fitted model less sensitive to individual training observations than
a single Decision Tree. Nevertheless, bootstrap sampling within RF is not equivalent to k-fold CV,
repeated holdout validation, or evaluation on an independent test set. It improves the stability of
the learning algorithm but does not measure the uncertainty associated with a particular train/test
partition. The final performance estimates in this study therefore remain based on the held-out test
sets.
The holdout strategy is therefore a reasonable and computationally efficient choice for this study
because each test set is large and the two splits provide an additional assessment of sensitivity to
training-set size. Its limitation is that it does not quantify split-to-split variability. Accordingly,
conclusions should emphasize consistent performance across the evaluated conditions and avoid
interpreting small differences as evidence that one model is consistently superior when those dif-
ferences could plausibly depend on the selected partition.
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Appendix B. Choice of evaluation metrics
The study reports accuracy, F1-score, mean squared error (MSE), and the area under the receiver
operating characteristic curve (ROC-AUC), complemented by a confusion matrix for every con-
figuration. These measures describe different aspects of binary classification performance: overall
correctness, the balance between precision and recall, probabilistic prediction error, threshold-
independent ranking, and the distribution of false-positive (FP) and false-negative (FN) decisions.
The F1-score is the harmonic mean of precision and recall, but it does not reveal their individual
values. Different combinations of precision and recall can produce the same F1-score. For this
reason, the F1-score is interpreted together with the confusion matrix rather than as a complete
substitute for its two component measures. Precision and recall can be calculated directly from
the reported confusion-matrix counts, which also show whether errors arise mainly from missed
malware or benign files incorrectly classified as malicious. They are not repeated as separate
columns for all 32 configurations in order to keep the result tables concise. The interpretation of
the F1-score must also account for the definition of the positive class and the averaging method
used, since binary, macro, and weighted variants answer different questions.
Accuracy is included because it provides an intuitive overall comparison, but it is not treated as
sufficient on its own. With approximately 70% of the original dataset belonging to the malware
class, a classifier that always predicted malware would obtain close to 70% accuracy despite failing
to identify any benign file correctly. The F1-score provides a complementary view, but it does not
by itself address every limitation associated with class imbalance. For example, a score calculated
only for the malware class may not adequately represent performance on benign files. The confu-
sion matrices are therefore necessary to interpret class-specific behavior and distinguish FNs from
FPs.
MSE is calculated from predicted probabilities and binary target labels. In this setting, it is equiv-
alent to the binary Brier score and measures the mean squared discrepancy between predicted
probabilities and observed outcomes. It is therefore a probabilistic prediction score, not a misclas-
sification rate. Lower values indicate probabilities that are closer to the observed labels, although
the score reflects both discrimination and the quality of probability calibration. MSE is reported
instead of root mean squared error (RMSE) because applying the square-root transformation would
not change the ranking of models evaluated on the same observations. This interpretation applies
only when MSE is computed from probabilities; if it were computed from hard class labels, it
would equal the misclassification rate and add no information beyond accuracy.
ROC-AUC is used to evaluate how well a model ranks malware and benign samples across all
classification thresholds. ROC-AUC can be informative under class imbalance, but it may provide
an overly favorable assessment when the operational concern is performance on a minority or
operationally important positive class. Evaluating both the original and balanced datasets helps
reveal whether the reported results change after class rebalancing, but it does not make ROC-
AUC interchangeable with the area under the precision-recall curve (PR-AUC). The omission of
PR-AUC reflects the reporting scope of the study rather than an assumption that the two metrics
behave identically. ROC-AUC is therefore interpreted together with the F1-score and confusion
matrices so that threshold-dependent errors and class-specific consequences remain visible.
Confusion matrices are reported because FNs and FPs have different consequences in malware
detection. An FN allows a malicious file to remain undetected, whereas an FP may block or quar-
antine a legitimate program. The matrices provide the counts required to derive recall, precision,
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the false-negative rate, and the false-positive rate for any reported configuration. Explicitly report-
ing these derived rates for the selected final models may improve readability, but the confusion
matrices retain the underlying information and prevent the two error types from being obscured by
a single aggregate score.
Taken together, the selected measures provide complementary rather than interchangeable evi-
dence. Accuracy and the F1-score summarize threshold-dependent predictions, MSE evaluates
predicted probabilities, ROC-AUC evaluates ranking across thresholds, and confusion matrices
expose class-specific error counts. This combination supports a broad comparison of the 32 con-
figurations. The interpretation of these results is based on a consistently defined positive class, F1
averaging method, decision threshold, and use of predicted probabilities for MSE and ROC-AUC.
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